




Apple Urges Data Privacy Laws November 2018

A Growing Data Industrial Complex
On May 25, 2018, the European Union enacted the General Data Protection Regulation (GDPR) intended to ensure consumers have greater control over any personal information tech companies collect such as the right to be informed about data collection and the right to have that data deleted. Businesses with customers in the EU have had two years to prepare for the new rule to go into effect including making information accessible to users and hiring data protection officers, but a recent survey suggests less than half of companies worldwide will be able to meet the new requirements. Firms who do not comply face fines of up to 23 million dollars or 4% of global annual revenue, whichever is larger. For example, Facebook, could face fines of 1.6 billion, though the company states it has been working to comply with the GDPR for the past year and a half. 
Many companies have updated their privacy policies in the past months in order to comply with the law. However, some companies (including a number of regional U.S. news organizations) have simply dropped service to their EU customers to avoid the burden of compliance.
On October 24, 2018, Apple CEO Tim Cook, speaking to an international privacy conference, reiterated his support for the GDPR and said the U.S. needs to enact similar laws. Cook identified a “data industrial complex” of widely available personal information “being weaponized against us with military efficiency.” He spoke of how so many “scraps of data . . . each one harmless enough on its own . . . are carefully assembled, synthesized, traded, and sold.” For example, firms such as Zeta Global maintain a database of over 700 million people including more than 2,500 items of information per person. Last week, Apple launched a new privacy service whereby Apple users can see what data the company collects on them and may delete it if they choose. 
Data Privacy When Data Collection is Your Business Model
Facebook CEO Mark Zuckerberg, and head of Google, Sundar Pichai, spoke in agreement with the need for stricter privacy laws. Google has stated it is working toward similar user protections offered by the GDPR for all users. Zuckerberg emphasized the “basic ethical responsibility” to protect personal information. However, that is a significant challenge for a company whose business model is based on collecting and processing user information for advertising purposes. 
Users navigating online may find it helpful and expedient to have tailored ads with insightful recommendations, timely community and friend reminders, notifications and alerts, favorite product and service reminders or coupons, and stories from similar users. Through these ads, users can feel understood, connected, and recognized for what is most important to them. While users may find it convenient to shop online, join rewards programs, or use a free service such as Facebook, Google, or other social media, exposure and misuse of that information can lead to significant privacy violations. In last year’s Facebook data breach, Cambridge Analytica, a political consultancy was able to grossly misuse personal information. With access to a significant amount of data gained from Facebook, the firm was able to profile users to create targeted ads and potentially “fake news” to secretly influence voters and possibly impact election results. 
Apple CEO, Tim Cook, further reinforced his points on data privacy by saying, “Rogue actors and even governments have taken advantage of user trust to deepen divisions, incite violence, and even undermine our shared sense of what is true and what is false.” 
Data Breaches Trigger Instability
For companies, data breaches can reduce consumer trust, tarnish the brand, scare away customers, and reduce market value. As a result of the Cambridge Analytica breach, Facebook lost 3 million active users in Europe, its share price fell 19 percent, and it lost $120 billion in market value. In 2017, the Equifax data breach affected 247 million customers and cost the company $439 million including a 25 percent drop in the company’s value after the incident. When hit with a major data breach, 70 percent of companies fail within 3 years due to loss of data, continued security vulnerability, hackers, viruses, loss of intellectual property, regulatory fines, and long term reputation damage. Even for those people who don’t shop online or use social media, if they ever had a bank account, they would have been at risk with the Equifax data breach.
For individuals, data breaches can put complex user profiles into the hands of international criminals and compromise the security of those users opening them to identity theft, targeted discrimination, detailed profiling, insidious propaganda, and manipulation of their perception of truth and facts causing personal, social, and political mayhem.
The Solution
By 2020, California is proposing to enact regulations similar to the GDPR and other states are considering even more stringent laws. The big tech companies see the potential for a federal law as a solution that would give them more freedom and leniency rather than the stronger laws drafted by individual states. 
In his talk, Cook proposed that the U.S. should have a “comprehensive federal privacy law” including 4 essential rights: 1) the right to minimal data collection with collected data de-identified, 2) the right to know what data is being collected and what it is being collected for, 3) the right to access, view, copy, and correct or delete one’s own data, and 4) the right to the security of one’s information.
However, even with strong privacy regulations in place, a harsh reality is when users see information pop up in the online places they visit most, they need to question if it has been placed there to mimic what they cherish while deliberately inciting and manipulating their thoughts or behavior in ways contrary to their core values and beliefs.  
Discussion Questions:
1. Should a company take a stand on an issue such as data privacy when that stand could compromise their ability to be profitable?
2. If a company sacrifices some profit ensure data privacy, what would that communicate to customers and/or employees?
3. Explore Apple CEO, Tim Cook’s statement, “We at Apple believe privacy is a fundamental human right, but also recognize that not everyone sees it that way.”
4. Is Apple demonstrating ethical leadership in the technology industry? If so, how will this impact other companies?Do the benefits of data collection outweigh the drawbacks?
5. Who should determine what the “right thing” is if there are opposing views?
6. Using the mission statements in the Appendix, explain how the data privacy issue intersects with each company’s core values.
7. Are U.S. laws sufficient to protect citizens’ rights regarding data privacy in the digital age? If not, what should be done?

Appendix: Company Mission Statements
Apple’s mission statement focuses on its products and devices:
Apple designs Macs, the best personal computers in the world, along with OS X, iLife, iWork and professional software. Apple leads the digital music revolution with its iPods and iTunes online store. Apple has reinvented the mobile phone with its revolutionary iPhone and App store, and is defining the future of mobile media and computing devices with iPad.
Apple’s vision statement focuses on how it operates:
We believe that we are on the face of the earth to make great products and that’s not changing. We are constantly focusing on innovating. We believe in the simple not the complex. We believe that we need to own and control the primary technologies behind the products that we make, and participate only in markets where we can make a significant contribution. We believe in saying no to thousands of projects, so that we can really focus on the few that are truly important and meaningful to us. We believe in deep collaboration and cross-pollination of our groups, which allow us to innovate in a way that others cannot. And frankly, we don’t settle for anything less than excellence in every group in the company, and we have the self-honesty to admit when we’re wrong and the courage to change. And I think regardless of who is in what job those values are so embedded in this company that Apple will do extremely well.
In the aftermath of the Cambridge Analytica scandal, Facebook changed its mission statement.
Before 2017:
To give people the power to share and make the world more open and connected.
After 2017:
To give people the power to build community and bring the world closer together.
In this change of phrasing, the idea of developing the community takes on more importance.
Similarly, the Google motto is so familiar across the globe: Don’t Be Evil. 
Google’s mission statement is: “to organize the world's information and make it universally accessible and useful.”
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