



Apple vs. FBI Encryption Case
In the aftermath of the December 2015 terrorist attack in San Bernardino, California, where 14 lives were tragically lost and 22 individuals were injured, the FBI found itself in possession of a securely locked work-issued iPhone 5C that belonged to one of the attackers. Desiring access to the device, which was protected by a four-digit password and programmed to erase its data after ten unsuccessful login attempts, the FBI turned to Apple for assistance. However, Apple refused to comply with the request, resulting in the scheduling of a significant hearing on March 22.
This incident recalls to a pivotal moment in 1993 when the National Security Agency (NSA) introduced the controversial Clipper chip, an encryption device adorned with an acknowledged government-sanctioned backdoor aimed at facilitating access for authorized entities. This proposal, which ignited a fierce public debate widely known as the Crypto Wars, ultimately failed to gain traction and the Clipper chip was never adopted. The gravity of the situation was further intensified in 2013 with the revelations made by Edward Snowden, which exposed the NSA and British Government's pervasive surveillance capabilities, allowing them to infiltrate and glean user data from iPhones, BlackBerry devices, and Android smartphones, encompassing a vast array of sensitive information such as SMS messages, location data, emails, and personal notes.
Amidst mounting concerns about privacy and data security, Apple took decisive measures to safeguard its customers' information. With the development of robust encryption techniques deeply integrated into its iOS operating system, specifically versions 8 and beyond, Apple reached a critical juncture where it could no longer comply with government warrants seeking the extraction of customer data from their devices. Prosecutors, however, relentlessly advocated for the United States government to possess the power to compel decryption of iPhone contents, setting the stage for a high-stakes showdown.
On February 9, 2016, the FBI publicly declared its inability to access the contents of the terrorist's iPhone due to the device's advanced security features, which included robust encryption mechanisms designed to protect user data. Initially, the FBI sought assistance from the NSA, but their efforts proved fruitless. Subsequently, the FBI turned to Apple, requesting the creation of specialized software that would enable them to bypass the security measures. Apple, guided by its steadfast commitment to preserving the integrity of its products' security, steadfastly declined the FBI's request. In response, the FBI sought a court order, granted by United States magistrate judge Sherri Pym, compelling Apple to develop and furnish the requested software. The utilization of the All Writs Act in this context marked an unprecedented legal maneuver that, according to legal experts, was bound to ignite an extraordinary clash pitting the values of privacy against those of national security.
In defiance of the court order, Apple promptly announced its intention to contest the ruling, citing the potential security risks inherent in the creation of a backdoor that could compromise the privacy of its customers. Notably, Apple underscored the fact that no government had ever previously made such a demand. The company was granted until February 26 to submit a comprehensive response to the court order, while concurrently enlisting the legal expertise of prominent attorneys Ted Olson and Theodore J. Boutrous Jr. to champion their cause during the ensuing appeals process.

The repercussions of Apple's resolute opposition to the court order reverberated across the nation, yielding a mixed response from the public. A CBS News poll, encompassing a sample of 1,022 Americans, revealed a divided sentiment, with 50% of respondents expressing support for the FBI's position and 45% aligning themselves with Apple's stance. Furthermore, a separate survey conducted among 1,002 smartphone owners exposed a similar dichotomy, with 51% expressing disagreement with Apple's decision


Further Resources Including Links to Legal Documents:
Apple v FBI. Central District of California. Amicus Briefs. Electronic Privacy Information Center. https://epic.org/documents/apple-v-fbi-2/
The FBI & Apple Security vs. Privacy. Ethics Unwrapped. University of Texas McCombs School of Business. https://ethicsunwrapped.utexas.edu/case-study/fbi-apple-security-vs-privacy
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